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1. HEJIA U 3AJJAYA U3YUEHMU S JUCHUIIJIMHBI
Ilesin 0CBOGHHA TUCHMIIJIMHBI
e mpuoOpeTeHHe OOMMUX TPEACTABICHWA O pealn3aliyl MEXaHW3MOB 3allUThl HWH(POPMAIUH B
COBPEMEHHBIX ONEPALMOHHBIX CUCTEMAX;
® 3HAKOMCTBO C OCHOBHBIMH KOHIICTIIASAMHU OpPTaHM3aNWU OE30MIacCHOCTH Ha YPOBHE OIEPaIOHHBIX
CHUCTEM.
3agaum ocBOEHMS JMCIUIIMHBI.
® U3yYCHHE Pa3IMYHBIX MOJXOO0B peanu3anuud Oe30MacHOCTH Ha YPOBHE (ailJIOBBIX CUCTEM H
CHUCTEM XPaHEHUS JaHHBIX;
® aTh OCHOBHI CHCTEMHOTO TIOAXOJa K OpraHM3alW{ AayTeHTH(QHUKAIMH W aBTOPH3AINH
MOJIb30BaTeIeH;
® JlaTh OCHOBBI CUCTEMaM ITPOBECHHS ayAUTOB 0S30MaCHOCTU ONEPAIIMOHHBIX CUCTEM.

2. MECTO JMCIMIIJINHBI B CTPYKTYPE OIIOII
JucuuiuinHa «3ammra B ONEPAlHOHHBIX CHCTEMax» OTHOCHUTCS K 0053aTebHON YacTh
brnoka 1 «/[uctmummunel (Moaymu)» OcHoBHoOU [Ipodeccuonanbuoit  ObpazoBaTebHOM
[Tporpammer crienmanurera no cneruanbHocTH 10.05.01 — «KommbroTepHass 6€301MacHOCTBY,
crieranu3anus «MaremaTiHueckre MeTo bl 3anuThl nHpopmarmm» (51.0.1.1.37).

Jis ee ycrnemHoro u3y4eHHMsI HEOOXOJMMBI 3HAaHUS M yMEHHS, NPUOOPETEHHbIE B
pe3ylnbTare OCBOEHHS KypcoB HH(OpPMATHKH, OCHOB HWHGOPMAIMOHHON O€30MacHOCTH,
anmnapaTHbIX CpPEJCTBA BBIYMCIUTENBHON TEXHUKH, OINEPALIMOHHBIX CUCTEM, CETE M CUCTEM
nepenavyu JaHHBIX.

OcHOBHBIE MOJIOKEHUS TUCUUIUIMHBI UCIIOJIb3YIOTCSA B AAJIbHEHIIEM IIPU M3YYEHUU TaKUX
OUCHUIUIMH, KakK «3ammra MOporpaMM H  JaHHbIX», «OCHOBBI TMOCTPOEHUS 3allUIICHHBIX
KOMIIBIOTEPHBIX ~ ceTei», «OCHOBBI TOCTPOEHHUS 3allMIIEHHBIX 0a3 jaHHbBIX», «Moxaenu
0€30MaCHOCTH KOMITBIOTEPHBIX CHCTEM.

3. IEPEYEHD I[INTAHUPYEMBbIX PE3YJIBTATOB OBYYEHMUA 11O JUCHUIIIUHE,
COOTHECEHHBIX C HNTAHUPYEMBIMMU PE3YJbBTATAMMUM OCBOEHMNS
OBPA30OBATEJBHOM ITPOT'PAMMBI

[Ipornecc n3ydeHus: TUCIUILINHBI «3alliTa B OTIEPAIIHOHHBIX CUCTEMax» HaIpaBlIeH Ha (OpPMHUpPOBAHHE
CIIEYFOIINX KOMIIETSHIINH.

Kon w HammeHoBaHume  peanusyemoi | [lepeyeHp IUIaHMpYEeMBIX pe3yjabTaTOB OOy4YeHHS IO

KOMIIETEHIINN JUCHUIUIMHE (MOAYJII0), COOTHECEHHBIX C HMHAMKATOpaMu
JOCTIKEHHUS KOMITCTSHITHI

OIIK-9 — Cmocoben pemarh 3aaa4d | 3HATH!

HpO(l)CCCHOHaHbHOﬁ IEITEIbHOCTH C OCHOBHBIE  BUJIBI yrpos I/IH(I)OpMaI_II/IOHHOI\/'I 0e30macHOCTH

Y4E€TOM  TEKYyLIero  COCTOSHUS | | OMCPAlMOHHOM CHCTEMBL.

TeHICHIMI Pa3BUTUS METONOB 3alUTHI OCHOBHBIE ~ CHCTEMBI 3aH(];:I/ITI)I uHQOpMaIK B
I MOHHBIX CHCTEMax. TB 1 TB

uHpopmaruu B OIEepallMOHHBIX onepanuo cuerema YHICCTBYIOIME  Cpe/icTBa
3alIUTHl THPOPMALIH.

CUCTEMAX, KOMIBIOTEPHBIX CETAX H
Biagers:

CUCTEMax ymnpaBlieHus: 0a3aMu JTaHHBIX, a
TAaKK€ METOJAOB M CPEACTB  3alIUTHI
MH(OpPMaLUU OT YTEUKH 110 TEXHUYECKUM
KaHajaM, CETeM M CUCTEM Iepenayu
uH(pOpMaLIUH.

TepMHUHOJIOTHEH TIO 3aIIUTE HHPOPMAITUH.

OIIK-12 — CriocobeH aqMHUHUCTPUPOBATH
OTEPALIMOHHBIE CUCTEMBI M BBIIOJIHSATD
paboTHI o BOCCTaHOBJICHHUIO

3HaTh:
PykoBosiiue JOKyMEHTBI 110 OITMCAHUIO CUCTEMbI 3aIlIUThI
0o0bexTa HHpopMaTH3aLUH.
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pabOTOCTIOCOOHOCTH  MPHUKJIAAHOTO |
CHCTEMHOTO IPOTrPaMMHOTO
oOecrieueHus.

MexaHu3Mbl  TIPOBEJCHUS  ayauTa WHGOPMAIMOHHON
Oe3omacHocTH. MeTonbl cOopa KypHAIOB COOBITHIA.
PykoBomsamme JOKyMEHTBHI 10 OpraHU3alUM  3allUuTHI
onepanuonHbix cucteM ot HCJl u HIB.

OCOoOCHHOCTH  COBPEMEHHBIX ITPOTPaMMHO-AIIAPATHBIX
KOMIUIEKCOB 3alllTHl HH(pOpMaIny.

Metop! peanuzanuu QyHKIUNA 00eCIIeYeHHS 1IETOCTHOCTH
JTAHHBIX B COBPEMEHHBIX OMEPAIMOHHBIX CUCTEMaX.

YMmers:

®opMHpOBaTh TEXHUYECKYIO JOKYMEHTAIMIO Ha 3aIluTy
ONEPaMOHHON CHCTEMBI.

Hactpausatb u aHaJIU3UPOBATH
HH()OPMAITMOHHON 0€30TTaCHOCTH.
HacrpauBath paboTy OneparmoHHON CUCTEMBI C IPHMEHEHHEM
Cpe/ICTB 3aIUThI NH(DOPMAITHH.

BoccTanaBnuBaTh  IENIOCTHOCTh JAaHHBIX Ha OCHOBE
COBPEMEHHBIX IIPOrPaMMHO-aIIapaTHBIX KOMILIEKCOB.

KYPHAIIBI

OIIK-13 — Cmnocoben pa3pabarbiBaTh
KOMITOHECHTHI IPOrPaMMHBIX "
POTrPaMMHO-aIapaTHBIX Cpe/CTB
3amuUThl HHHOPMAIIUU B KOMITHIOTEPHBIX
cUcTeMax W TMPOBOJUTH aHaM3 UX
0€30MacHOCTH.

3HaTh:
MexaHanu3MBbI
WHPOPMALIUH.
Pazmmaasie  moaxodpl
OIEPALIMOHHBIX CUCTEM.
MeTtoapl aHaJim3a
OTIEPAIIMOHHBIX CUCTEMA.

VYMeTh:

[IpaBumbHO HACTpaWMBaTh CHUCTEMBI 3aIUTH WH(MDOPMAIH IS
OTICPAITMOHHBIX CUCTEM.

BeIsBIATE W paHXKUPOBaTH Yrpo3bl WHQPOPMAIMOHHON
0€30I1aCHOCTH.

MIPAKTHYECKON peanuzanuu 3aIUTHI

K PpeICHUIO 3a1a4 [0 3alluTe

ySA3BUMOCTEN COBPEMEHHBIX

Kommiekcuo MIPUMEHSTH MEXaHU3MBI 3aI[ATEI
UHGOPMAITUH [T OTICPAIHOHHON CUCTEMBI.
Bnaners:

HaBbikamu pa0OOTBl € COBPEMEHHBIMH peaH3aAlUIMU
MEXaHU3MOB 3alUThl HH)OpMAIIUH.

Bo3moxxHocTsIMU COBPEMEHHOI0 MPUKIIATHOTO
mporpaMmmMHoro obecrieuerus s 3ammthl OC.

4. OBIHAA TPYAOEMKOCTD JUCHUIIJINHBI

4.1. O0beM IMCHUIIMHBI B 32a4eTHBIX eIUHULAX (Bcero) 4.

4.2. O6beM THCHHIUIMHBI 0 BHAAM Y4eOHOii padoThl (B yacax):

KommuectBo vacoB (hopma o0ydeHwHs: OuHas

Bt yuebuoi padorst Bcero mo miiany B 1.4. o cemecTpam
7

1 2 3
KoHnTakTHas paboTa 00yJaroIuxcs ¢ IpernoiaBaTesieM B 72[72* 72/72*
COOTBETCTBHH C YII
AyJIHUTOpHBIE 3aHATUS 72[72* 72/72*
Jlexun 36/36* 36/36*
IIpakTHyeckre U CEMUHAPCKUE 3aHATHS
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JlabopartopHbie paboThl (J1aOOPaTOPHBINA NPAKTHKYM) 36/36* 36/36*
CamocrosiTenbHast 36 36
Pabota

Dopma TEKyIIEro KOHTPOJIA 3HAHUH U JlaGopaTopHbie JlaGopaTopHbie
KOHTPOJI paboThI paboThI
CaMOCTOSITETIbHOM PabOTHI.

KypcoBas pabdora 0 0
KonTpoib 36 36

Bup! IPOMEKYTOUHOM aTTeCTaluu - 9K3aMeH
Bcero yacos no aucuuruinae 144 144

*B  cnyuae HeoOXOOUMOCMU UCNONb306AHUA 6 Y4eOHOM npoyecce HaACMUYHO/UCKIIOYUMENbHO
OUCMANHYUOHHBIX 00PA306AMENbHBIX MEXHON02Ul 6 mabuye 4yepe3 cleul YKa3vlaemcs KOIUUecmeo
yacos pabomsi IIIIC ¢ obyuarowumucs 011 npoeedeHus 3aHAmull 8 OUCMAHYUOHHOM (opmame ¢

NPpUMEHEHUEM INEKNMPOHROC0 O6y‘l€Hl/l}Z.

4.3. Conep:xkanue TUCHUIIMHBI. Pacnipenesenne 4acoB mo TeMaM M BHIaM y4eOHO#i padoThI:

®dopma 00ydeHHs ouHas

Buabl yueOHbIX 3aHATHH dopma
AyIUTOpHBIE 3aHATHS TeKyLlero
H Ipaktuy | JlaGopar | 3anstusa B | Camoct KOHTPOJIs
a3BaHue pa3JesoB .
" Tem Bcero Texct ecKue OpHble | HHTEPAKTH | OsfTelb 3HaHMii
- 3aHATHA, | PadoThl, BHOIi Haf
CeMUHApP | NPAKTHK dopme padorta
bl YMBI
1 2 3 4 5 6 7
Pasped 1. 3amura nHOpMaLUM B COBPEMEHHBIX HH(POPMaLMOHHBIX CHCTEMax
1. OcHOBHEBIE TTOHATHS | 8 6 0 0 2 3ammra
1 TIOJIOKEHUSA 3al[UThI ﬂa60paT0pH0f/'I
WHPOPMAIIUH B paboTHI
nH(GOPMAITMOHHO-
BBIYUCITUTEIHHBIX
crcTeMax
2. Yrpo3sl 12 8 0 0 4 3ammra
0C30IacHOCTH nabopaTopHOii
WHPOPMALINH B paboTHI
WHPOPMAITUOHHOBBIYH
CJINTENBHBIX
crcTeMax.
3. 14 8 0 0 6 3ammura
HpOFpaMMHOTeXHI/ILIeC Ha60paT0pH0f/'I
KHH ypOBEHb paGoTHI
obecrieyeHust
MH(OPMAITHOHHOM
0€3011acHOCTH U €T
OpraHu3anysl.
Pa3nen 2. Ioacucrema 6ezonacuoctu B OC cemeiicrea Windows
4. Anamus 7 2 2 1 2 3amura
HO/ICHCTEMBI nabopaTopHOit
oesonacHoct B OC paBoThI
cemerictBa Windows
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5. Unentudukanus, 17 1 8 6 2 3ammra

ayTeHTH(UKALUS 1 nabopaTopHOI

aBropm3arus B OC paboThI

cemericta Windows

6. Aymur B OC |6 1 2 1 2 3amura

cemeiictea Windows. nabopaTtopHoOi
paboThl

7. BosmoxuocTu | 10 2 4 2 2 3amura

mudpoBanus  daitnos 1abopaTopHOii

B ) OoC ceMencTBa pa6OTBI

Windows

8. [Tpouue | 6 1 2 1 2 3amura

BO3MOKHOCTH nabopaTopHOI

HNOACUCTEMBI pa60TH

O0c3zomacHoctn B OC

cemericta Windows

9. Vcunenne | 6 1 2 1 2 3ammra

TOJICHCTEMBI nabopaTtopHoi

6esonacaoctt B OC paboThI

cemericta Windows

Pa3nen 3. llogcucrema 6e3onmacHocTu B OC cemeiicrBa UNIX

10. Anamus | 9 3 2 2 2 3amura

HO/ICHCTEMBI nabopaTopHO

6eszomacaoctt B OC paboThI

cemerictBa UNIX.

11. HWpentudwukamus, | 17 1 8 6 2 3amura

ayTeHTHUKAIUS U nabopaTopHOI

apropm3arusi B OC paboTEI

ceMeiictea Windows.

12. Aymur B OC |7 1 2 2 2 3amura

cemeiicrea UNIX nabopaTopHO
paboThI

13. Bosmoxnoctu | 13 1 4 2 6 3amura

mudposanus  (Gaiinos 1abopaTopHOii

B OC  cemeiicTBa paboThI

UNIX C

ncnoib3oBanueM PGP.

Hroro 108 36 36 24 36

KonTpouns 36 36 OKx3aMeH

Bcero 144

5. COAEP/KAHHUE KYPCA

Paznen 1. 3amuTa undopMannu B COBpeMeHHbIX HHPOPMALHOHHBIX CHCTEMAX.

Tema 1. OcHOBHBIC NOHATHSA M TOJOKEHHS] 3aIIUTHI HHPopManuu B HMHGPOPMALMOHHO
BBIYHMCJINTENbHBIX cucTeMax. [lpeamer 3ammrel  uHpopmamuu. [lonatus wuHpoOpManmuu u
WHPOPMAIMOHHBIX pecypcoB. J[OCTOBEpHOCTh, IEHHOCTh W CBOEBpPEeMEHHOCTh WH(opmanuu. [Ipeamer
3anmThl nHpopManun. OObekT 3amuTel uHbopManuu. [loHaTus wHbOpManoHHON cucTeMbl. [loHsTHE
nHpopmanmoHHoH Oe3zomacHocTH. IloHsATHe mnonuTMKKM HHPOpManMOHHOK Oe3omacHoctu. [loHsTHe
cucreMbl 3amuThl MHGOpManuu. OCHOBHBIE TOJOXKEHUS Oe30MacHOCTH WHPOPMAIMOHHBIX CHCTEM.
TpexatanHas pa3paboTka Mep MO 00ecleYeHHI0 0€30MacHOCTH HHGOPMAIMOHHBIX cucTeM. Craaus
BbIpaboTku TpeboBaHuid. Cranusi onpeaeneHus: crnocoOoB 3amuThl. Cragus ompenesieHUs (QyHKIWH,
poLeayp U CPeACTB 0E30MacCHOCTH, pealu3yeMbIX B BUAE HEKOTOPHIX MEXaHM3MOB 3alIUThl. OCHOBHBIE
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OpUHOMIBEL  obecrieueHns HMHGOPMAaLMOHHOKW Oe3omacHOCTH B aBToMarusupoBaHHO cucteme (AC).
[Tonoxennss mo 3amure AC. IIpwHOWIBI, ITO3BOJAIONINE pealn30BaTh MojokeHHs mo 3ammre AC.
[punnun cucremuoctu. [lpunHnun kommuiekcHocTH. IlpuHOMI HenpepbiBHOH 3amuTel. PasymHas
JOCTaTOYHOCTh. [ MOKOCTH cHcTeMBI 3alUThL. OTKPBITOCTH AITOPUTMOB M MEXaHU3MOB 3aIUThL. [IpuHIUI
IIPOCTOTHI IPUMEHEHNS CPEICTB 3aALLUTHI.
Tema 2. Yrpo3sl 0e3omacHocTH HHpopManuu B HHGOPMANMOHHO-BLIYHMCIUTEIBHBIX CHCTEMAaX.
[onsitne yrposwl. [lonarue ataku. IloHsTre 3moymblieHHUKA. McTouHukM yrpo3. OKHO OMAacHOCTH.
Kpurtepun xmaccudukamum yrpo3. bazoBele mpu3Haku Yrpo3 HWHPOPMAIMOHHONW O€30MacHOCTH.
Knaccudpukanms yrpo3 1o npupone Bo3HHMKHOBeHus. Kiaccupukamuss yrpos 1o CTENEeHH
npeJHaMepeHHOCTH mposiBieHus. Knaccuukanus yrpo3 Mo HENOCPEACTBEHHOMY HCTOYHHKY YTrpos3.
Knaccudpukanus yrpo3 mo MOJOXKECHHIO HMCTOYHHMKA yrpo3. Krnaccupukanms yrpo3 1O CTemeHH
3apucuMocT  OT aktuBHocTH AC. Kraccudukammss yrpo3 mo cremeHu BozxaerictBusi Ha AC.
Knaccupukanms yrpo3 mo a3Tamam JoCTyma mojib3oBaTeneil wmm mporpamMm K pecypcam  AC.
Knaccudukanus yrpos mo cnoco0y goctyna k pecypcam AC. Knmaccudukanus yrpo3 mo TeKymeMy MecTy
pacnonoxeHusi HHPOpMany, XpaHuMmoil u odopadareiBaemoit B AC. JlocTymHocTs mHGQOpMauu. Yrposa
noctynHoctd. llemoctHocTs MHGOpManmu. Yrpo3a HapyuleHus HenocTHocTH. KoH(uaeHnnaibHOCTH
nHpOpMaLMK. YTpo3a HapyleHHs KOHPHUICHIUAIBHOCTH. YTpo3a packpbiTus nmapamerpoB AC. Metobt
obecriedeHusi  nHpoOpMauUMOHHONW  Oe3omacHocTH.  CTpyKTypHu3alms  METOJOB  o0ecredeHUs
nH(GOPMAITMOHHON 0e30macHOCTH. YPOBHH JOCTyHma K 3amuiiaeMoil uH(opMmanmu. OCHOBHBIE
HampaBJICHUsI M METOABl peanu3aluu yrpo3 uH(popManuoHHOH Oe3onacHocTH. Kiaccuduxkanms
37I0YMBIIIIICHHUKOB.
Tema 3. IlporpaMMHO-TeXHUYeCKHil YpPOBeHb oOecrniedeHnss HHGOPMALMOHHONH 0€30IIACHOCTH U €ro
opranm3anusa. [lomxomsr k oOecrmeueHNI0 KOMMBIOTEpHOW Oe3zomacHocTH. CepBUC 0€30MaCHOCTH.
OCHOBHBIC M BCIIOMOTAaTEJIbHBIC CEPBHUCHI Oe3omacHOCTH. [loHsTHE mMoyHOTO Habopa. Buibl cepBHCOB
6e3onacHoctu. llonsTua uneHtndukanuy, ayTeHTH(UKALIUM W aBTOPHU3AaLMU MOJb30BaTeneil. Bumel
ayrentu¢ukanuy. IIpobnema HamexHOH ayTeHTH(UKAIMKU M MyTH ee peuieHus. CpencTBa U METOHBI
XpaHEHUs  STAJOHHBIX  KOMWH  ayTeHTH(UKAMOHHOM  wHopmanuu. [IpoTokomsl  mepemaum
ayTeHTU(UKAIMOHHON WH(pOpManuu TIO0 KaHalaM BBIYMCIUTENBHOH cetn. Kpunrorpaduyeckoe
obecriedeHue ayTeHTUHUKauuu nojib3oBateneil. [laponpHast ayTeHTH(UKanus. Buumel maponbHOM
ayrentudukanmu. [IpenmyniecTBa U HEJTOCTATKU NMapoibHON ayreHTH(UKaMH. [oBBIIEHIE HAIEKHOCTH
naposibHON ayTteHTH(UKanuu. CpeacTBa W METOJbl 3alUTHl OT KOMIIPOMETAllMd W TOoAO0Opa MapoJei.
Buomerprueckas ayrentudukanusa. O6mas cxema dnoMerprudeckoi ayreHtudukanuu. [Ipenmymectsa u
HEIOCTaTKH OMOMeTpH4YecKol ayTeHTH(UKauuu. JIOCTOMHCTBA W HEAOCTATKM PAas3JIMUHBIX CXEM
Oouomerpuyeckoil ayreHTuuKanuu. TpeOoBaHMS K 3allUTe KOMITbIOTepHON uHopManuu. OOmme
MOJIOKEHUS. XapaKTePUCTHKH IMOAXOI0B K 3amure KommbloTepHoH wuH(popmammu. Kiaccudukarmms
TpeOOBaHMH K cucTeMaM 3amuThl. PopMaan30BaHHbIE TPeOOBaHMS K HA0OpY M IapamMeTpaM MEXaHH3MOB
3ammThl. HeoOxoaumeie TpeboBanus. [ononautensHbie TpeboBaHus. @opMann3oBaHHble TPeOOBaHUS K
3ammTe MHQOpMAMKM OT HECaHKIMOHUPOBAHHOTO goctyma. OOmme MoAXoasl K MOCTPOCHUIO CHCTEM
3amuUTel  KOMObOTepHOW — mH(popmanmu. HopmaruBHbie — moxymeHTHl  [octexkomuccum PO,
periIaMeHTHPYIOIIME 3alIUTy WHPOpPMAIMK OT HECAHKIMOHMPOBAaHHOTO jgoctymna. DopMaln3oBaHHBIC
TpeOOBaHUs K 3aIuTe KoMibloTepHol nHpopMmanun AC. OCHOBHBIE MTOJICHCTEMBI U TPYIMITB MEXaHH3MOB
3amuThl AC. TpeboBanus k 3ammure KoHGUAeHIMaTbHONH nH(DOopManuu. TpeboBaHUs K 3alIUTe CEKPETHOM
nHpopmaumn.  Pasnuums  TpeOGoBaHMH M OCHOBONOJATAIOIIMX  MEXaHU3MOB  3allUThl  OT
HECaHKIIMOHUPOBAHHOTO JIOCTYTIA.

Pa3nen 2. lloacucrema 6ezonacnoctu B OC cemeiictBa Windows.
Tema 4. Ananns nogcucremsl 0esonacHocTu B OC cemeiictea Windows.
OcHoBHble MexaHu3Mmbl 3amuThl B OC cemeiictBa Windows. [IpuHIMNHaNbHBIE HENOCTATKH 3allIUTHBIX
mexanu3zmoB OC cemeiictea Windows.
Tema 5. Hpentuduxanmsa, ayrentuukanua u asropmsamus B OC cemeiictBa Windows.
Bosmoxnoctn moacuctemsl Oe3omnacHocth B OC cemeiictBa Windows. Mopens Ge3omacHocTH Aiist
moacucteMel Oe3omacaoctd B OC cemetictea Windows. MexannsM uaeHTH(PHUKANK TIOIb30BaTENEH.
Unentuduxarop 3amutel SID monb3oBareneil. MaentndukaTopsl noiaHoMounii. Bo3MokHble 3HAUYEHUs
uAeHTHUKaTopa MoaHOMOYMHA. OTHOCUTENbHBIH HIeHTH(UKATOp. Mapkep nocTyna M NPUBHIETUH
nonp3oBatersi.  [IpocMmoTp mpuBmiernii  mons3oBarens. Komanma whoami wm  ee  mapameTpel.
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OrpannunBarome Mapkepbl foctyna. Komanma runas u ee mapamerpbsl. APl ¢yHkumu anst cosmaHus
MapKepoB J0CTyMa. 3ammuTa 00beKTOB cucteMsl. Jleckpuntop 6e3omacHoct SD. ATpuOyTHI JEeCKpHUIITOpa
oesomacHoctu. Ilaponbnas ayrentudukamus B OC cemeiictBa Windows. MexaHusM ayTeHTU(DUKALINY.
CpenctBa ympaBieHHsT HapameTpaMu ayTeHTH(UKaluh. YUYeTHbIE 3almicH Mojb3oBaTeneil. JlokambHbIe
y4YeTHBIC 3amucH moib3oBateneii. baza manupix SAM. Bo3mokHOCTH montydeHws jgoctynma kK SAM.
Opranmzamus 3anmTel SAM  OT HecaHKIIMOHHWpOBaHHOTO jgocTyma. ABropmzamus B OC cemelicTBa
Windows. HenmoctaTku B opraHu3auuu pasrpanudeHusi goctymna k ¢aitnam B OC cemeiictBa Windows.
Mexanm3m aBropuzanuu B OC cemeiictBa Windows. Mapkeps! noctyma. [leckpunrop 0e30macHOCTH.
@opmar neckpuntopoB OezomacHocTH. Crmcok koHTponsi noctyma ACL. Cucremusii (SACL) u
nonb3oBatenbekuii (DACL) ciucku ynpasneHust 1octynoM. CTpYKTypa CIIMCKOB yNpaBlIeHHUS JOCTYIIOM.
Bo3moxHOCTh ympaBneHus mmpaBamMu naoctyma ¢ nomouipio APIL. [Ipumep mpoBepku mpaB nocTyma
MoJIb30BaTeNsd K o0bekry. M3mMenenne mpaB moctyna kK o0bekTy. CmeHa Biagensiia o0bekTa. Komanma
cacls u ee mapameTpsl.
Tema 6. Aynut B OC cemeiictBa Windows. [Toncucrema aynuta B OC cemeiicta Windows. Kareropuu
aymuta. OcHactka gpedit.msc. Hactpoiika cimcka SACL. APl ¢pynkumn mis pa6otsr ¢ SACL. IIpocmoTtp
coOprTuii aynmurta. Ytmiura Event Viewer. Ocnactka eventvwr.msc. XXypHamsr ayaurta. Tumbl
PETHCTPUPYEMBIX COOBITMH B JKypHaJlax ayauta. HacTpoiika >xypHajoB aynurta. THIIBI 3amucel B
XKypHaiax coOsituii. Onpenenenue Hadbopa MOATICKAIUX aYAUTY COOBITHIA.
Tema 7. Bo3amo:xknoctu mudpoBanus gaiinoB B OC cemeiictBa Windows. [ludpyromas daiinosas
cucrema EFS. Bosmoxnoctn umdpytomeit ¢aiinosoii cucrembl EFS. Ilpunmumnsr paboter EFS.
Ucnone3yembie B EFS anroputmer mmdpoBanus. CiydaiiHeiii kmou st mudposanust Qaiina FEK.
udposanne kmoua FEK. Komamma cipher u ee mapamerpsl. IloHsTHE areHta BOCCTaHOBJICHHSL.
Jlo6aBnenne areHToB BoccTaHOBIeHHA. CepTHU(UKAThl areHTOB BoccTaHOBIeHM. [lone BoccTaHOBIEHUS
nanaeix DRF. API ¢ynkipm mis pabotsr ¢ EFS. Cucrema mmdpoBanus nuckoB BitLocker. OcHoBHBIC
Bo3MoskHOCcTH BitLocker. TlommepxuBaembie anroput™sl mrpposanus. [IpuHmum pabotel. MexaHU3MBbI
MIPOBEPKHU TOUIMHHOCTH 1 pacmudpoBku. Ys3sumoctu BitLocker. Hactpoiika BitLocker. lludposanne
u nemmdpoBaHue AUCKOB rpu oMoy BitLocker.
Tema 8. IIpoune Bo3MOKHOCTH MoacHcTeMbI 6e3omacHocTi B OC cemeiicTBa Windows.
Untepdeiic CryptoAPIL. Bozmoxnoctu CryptoAPI. Pabora ¢ mocraBmmkamu ciry>x0s! mudposanus CSP.
Tumer CSP B OC cemeiictBa Windows. KonTpons ydetHbix 3anuceii mons3opareneit UAC. [peamocsuiku
k nosisierno UAC. Tpuniun padotet UAC. CoObiTusi, npuBosime k cpadareianuto UAC. Hactpoiika
UAC. Henocratku UAC. [IIa6nons! 6e3omacHoctu B OC cemerictBa Windows. Bo3MokHOCTH 111a0JI0HOB
6e3omacHocTr. HacTpoiiku mabioHOB 0€301MacHOCTH.
Tema 9. Ycuiienne noacucrembl 0ezonacHoctd B OC cemeiictBa Windows.
Hcnonb3oBanue cuctem kpunrtorpaduueckoi 3amuthl uHGopManuu. Hambornee u3BECTHBIE CHUCTEMBI
Kpunrorpaduieckoi 3ammTel HHPOpMAMM U 0coOeHHOCTH uX padothl. IIpoTHBOnElicTBUE BHPYCHBIM
aTakaMm B cucteme. Brioop antuBupyca. OpraHu3zanus aHTUBUPYCHOM 3allIUTHI.
Paznen 3. [loacucrema 6esonacunoctu B OC cemeiictBa UNIX
Tema 10. Anaym3 noacucremsl 6e3onacHoct B OC cemeiictea UNIX.
OcnoBnble Mexann3Mbl 3amuTel B OC cemeiictBa UNIX. OcobeHHocTH opranuzanuy GpaiioBoi CHCTEMBI
B UNIX. [IpuHIIIIaNbpHbIe HETOCTAaTKU 3amUTHRIX MexaHu3MoB OC cemeiictBa UNIX.
Tema 11. Unenudukanus, ayrenrupuxanus u apropuszanus B OC cemeiictea UNIX.
Oco6ennoctu noacuctemsl 6e3onacuocty B OC cemeiictBa UNIX. Enunas monens 6e3onacHoctu st OC
cemeiictBa UNIX. IlaponsHas ayrentuduxanms B UNIX. 3apernctpupoBaHHBIE MOJIb30BATENN CUCTEMBI.
VYuerHblii aiin 3aperucTpupoBaHHBIX ToJb30BaTeneit /etc/passwd. Comepxumoe ¢aiinma /etc/passwd.
[ongxmrouaembie moxmynu ayreHtudukanuun PAM. OcnoBel PAM. Hactpoiika PAM. Mexanusm
WACHTH(QHUKAIWU Tonb3oBaTeneid. nentuduraropsl nons3osareneii UID, RUID, EUID. Yuernsiii daiin
3aperuCTPUPOBAHHBIX Tpymm /etc/group. Maentudukaropsr rpymn monb3osateneir GID, RGID, EGID.
Cyneprionp30BaTeld M [PUBWIETHPOBAHHBIE TPyNnbl. BO3MOXHOCTHM — Cymleprioib3oBatenieil  u
MPUBUIETHPOBAHHBIX TPYI. XpaHeHue napoiel B apyrux ¢ainmax B OC cemeiicta UNIX. Komanausie
untepnperaropsl B OC cemerictBa UNIX. ABropuzanust B OC cemeiictBa UNIX. OcobeHHOCTH A0CTYMa K
¢aitnam B OC cemetictea UNIX. Knaccel nocryna k ¢aiiny. Crnucok npaB gocryna K ¢aitny. Paznuuue
BO3MOXHBIX 3HAUEHUH MpaB JOCTyna AJs pa3HbIX TUHOB (haiioB. V3MeHeHue mpaB goctyna K Qaiiiny
yranuroir chmod. @opmar komana uis yrunutel chmod. [IpoBepka mpaB jgocTyna mpu oOpameHud K
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¢aitnam B OC UNIX. Jlonmonnurensusie npasa SUID, SGID, Sticky-6ut. [IpuMeHeHne NOMOTHUTEIEHBIX
npaB. Pabora m3-mog root. OcobeHHOCTH PabOTHI M3-11OJ root. BeimoiaHeHue oreparuii oT UMeHH root.
Komanna su u yrumuta sudo. ®atiin sudoers. PenakrupoBanue daiina sudoers ¢ moMompo yTiiuThl visudo.
Tema 12. Aynut B OC cemeiictBa UNIX.

[Noncucrema aynurta B UNIX. LlerTpann3oBanHas cucTeMa PeTHCTPAlliU CHCTEMHBIX cooOmeHuil Syslog.
Bo3moskHoctu cuctembl Syslog. Kommonents Syslog. Pab6orta cucrembr Syslog. ®@aiin koHpHTYyparmu
Syslog syslog.conf. Cenextopsr Syslog. CpenctBa u ypoBau Syslog. Jei#ictBus ¢ coobmenusmMu Syslog.
YTumra newsyslog. Pabora yrtumuter newsyslog. ®@aitn kondurypannn newsyslog.conf. Tema 13.
Bo3moxnoctn mmdposanmst ¢aimoB B OC cemeiictBa UNIX ¢ mcnons3oBanuem PGP. Illudosanue
¢aitnos npu nomomm PGP. Oco6ennoctu PGP. 3ammmennocts PGP. Kiroun, renepupyemsie PGP u nx
tunbl. [lognepxka PGP Bo3MokHOCTH 1M(POBOI MOANMCH M CKaTHA JAHHBIX. YCTAaHOBKA M HACTpPOWKa
PGP.

Tema 13. Boamosxknoctu mudpposanus paiiaios B OC cemeiicrea UNIX ¢ ucnosns3opanuem PGP.

6. TEMbI IPAKTUUYECKHUX U CEMUHAPCKHX 3AHATHAN
He npexycMoTpens! yueOHBIM TIJIAHOM TUCHUTUIAHEI.

7. JABOPATOPHBIE PABOTHI (IABOPATOPHBIN TIPAKTUKYM)

JlaGoparopHas padota Nel. [Toap30BaTeNu ¥ rPyIIIIbL.

Henb. U3yuenune cuctembl aAMUHHCTPUPOBAHMA IIOJIB30BATE]ICd M TPYNI B ONEPALMOHHBIX CHUCTEMAax.
N3ydenune cucteMsl 3ammthl nHGopManmu ¢aitnoseix cucteM NTFS (MS Windows) u ext4fs (BaseAlt
(AnbT Pabouas cranuus, AJbT cepBep)). Peannzamus cucteMbl pa3rpaHideHUE TPaB IOCTYMa K KaTaloram
¢aiinoBoii cucteMsl U (aiinam. Pasrpannuenne npas noctymna K GpaiioBoi cHCTEME IO CETH.
JlaGopartopHas pabota Ne2. MaccoBasi periucTparus mojib30BaTeleH.

Henp. M3yuyenue cucTeMbl aAMUHHCTPUPOBAHMS IIOJb30BaTeNeld Hpu mnomomu craHaaptHoro API
OTIEPALMOHHON CUCTEMBI. M3yueHne MEeTOI0B Ha3HAUCHMS MpaB JOCTyIa K 00beKTaM (haillIoBOH CUCTEMBI
W3 CKPUIITOBBIX SI3BIKOB.

JlaGopatopnas padora Ne3. [Tosmtka 6e30nmacHOCTH.

enp. M3yuyeHne BO3MOMKHOCTH YIPABJICHHsI I'PYIIIOBOM ITOJIUTHKU OIEPALMOHHBIX CHCTEM CEMEWCTBA
Microsoft Windows.

JlaGoparopHas pabota Ne4, OrpaHHMUEHHOE UCTIOIB30BAHUE TIPOTPAMM.

Henp. M3ydueHue BO3MOKHOCTH H3MEHEHHUS YPOBHEH O€30MacCHOCTH OINEpPAlMOHHON CHUCTEMBI ITyTEM
OJIOKMPOBAHUS OTIPEIEIIEHHBIX TPUIIOKEHHH.

JlaGopatopnas padota NeS. B3nom naposieit mons3oBaresieit.

Bsmom mapoaeit Microsoft Windows 10.

JlaGopatopnas padota Ne6. IIpo3paunoe mudpoBanue GpaiaoBoi CUCTEMBI.

Henb. M3ydeHue BO3MOXKHOCTEW NPUMEHEHHS «IIPO3pavyHOroy» MH(pOBaHUs JaHHBIX B (alIoBBIX
crcTeMax.

Jlabopatopnas padota Ne7. llIudpoBanne u XxemmupoBaHHe.

Henb. M3yvyenne MeTOI0B KOHTPOJIS LIEIOCTHOCTH M N POBAHUS JaHHBIX.

JlabopaTtopnas pabota Ne§. OtkazoycroiunBocTh. RAID mMaccuBsl.

HCJ'H:. I/I3y‘leHI/Ie BO3MOKHOCTEH HpOFpaMMHBIﬁ CpCACTB CO3JaHUs OTKaBOyCTOfI‘iHBBIX XpaHWJINII JaHHBIX
JJIA obecneueHus HEJIOCTHOCTHU U JOCTYITHOCTHU I/IH(I)OpMa]_[I/II/I.

JlabopaTtopnas pabota Ne9. JlomeHBI.
ens. M3yueHne BO3MOXHOCTEH CO3MaHHUS KOHTypa OE30MaCHOCTH MNPEIANPHSITHS Ha OCHOBE JTOMEHHOM
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CTPYKTyphl. [IpuMeHEHHE TpYNIOBBIX TOJUTHK OC30MAaCHOCTH K IIOJIb30BATENIIM M KOMIIBIOTEpaM
TIPEAMPHSITHS.

Jlaboparopnas pabora Nel0. Ayaut coOsITHIA.

Hens. U3ydyeHne mexaHW3MOB perucTpanuyd pasnudHbix coOpituit B OC. O3HaKOMJIEHHE C METOAaMu
aHaJIM3a COOBITUM IO PA3IUYHBIM KPUTSPUSIM.

8. TEMATHUKA KYPCOBBIX, KOHTPOJIbHBIX PABOT, PE®@EPATOB

He npemycMoTpeHb! y4eOHBIM IIAHOM JUCITUTUIAHBI.

9. MEPEYEHb BOITPOCOB K 9K3AMEHY

OCHOBHBIE OHATHUS U HOJIOKEHUS 3aLUTHl HHPOPMALMK B HHOOPMALIMOHHO BBIYUCIUTEIbHBIX
cucTeMax.

Yrpo3sl 6e30macHOCTH UHPOPMAIMK B HHPOPMAITHOHHO-BBIUUCIIUTEIBHBIX CUCTEMAX M UX
KJIACCU(DUKAIIHIO.

OCHOBHBIE OHATHUS IPOrPAMMHO-TEXHHUECKOT'O YPOBHS oOecnieueHuss HHPOPMaIMOHHOI
0e30macHOCTH.

OCHOBHEBIE CEpBUCHI OE30MTACHOCTH M UX OCOOSHHOCTH.

TpeboBaHus K 3aIIUTEe KOMIBIOTEPHONW HH(OPMAIMK C YyUETOM Pa3IUIHbIX HOPMATHBHBIX
JIOKYMEHTOB.

[IpyHIMOMATBHBIE HEAOCTATKU 3aIIUTHBIX MEXAHU3MOB OC cemeiictea Windows.
Mexaam3m unertudukanmy noias3oBareneii B OC cemeiictBa Windows.

Mexanmn3m ayTeHTH(UKaNH monb3oBareneit B OC cemeiictBa Windows.

MexaHu3Mbl pa3rpanndeHus octyna K dainam B OC cemeiicta Windows.

. @aiinosas cucrema EFS B OC cemeiictBa Windows.

. [nudposanus nuckos BitLocker B OC cemetictBa Windows.
. Boamoxnoctu CryptoAPI 8 OC cemeiictBa Windows.

. Cnyx6a UAC B OC cemeiictBa Windows.

[ITa6nonb! Oe30macHoct B OC cemerictBa Windows.

. Tlomcucrema 3amuter B OC cemeiictea Windows.

. BrisiBieHHe U ycTpaHeHHE ysI3BUMOCTH B nojicucteMe 3aniuthl B OC cemerictBa Windows.
. BosamoxkHOCTH ycuneHus moacuctemsl 6e3omacHocty B OC cemetictBa Windows.

. [IpuHnunuanbHble HEAOCTATKU 3aIUTHBIX MexaHu3MoB OC cemerictBa UNIX.

. Mexanu3m uaentudukaiuu nonb3osareneit B OC cemeiicrea UNIX.

. Mexanusm ayrentudukannu nonszoBareneid B OC cemericta UNIX.

. Hoaxmouyaemblie Moaynu ayrentudukannu PAM u pabore ¢ Humu B OC cemeiicta UNIX.
. MexanusMm pasrpanuuenus goctyna K ¢aiinam B OC cemeiictea UNIX.

. Cucrema mmudposanus daiinos PGP B OC cemeiictea UNIX.

Kongwurypanus noacucremsr 3ammutsl B OC cemetictea UNIX.

. BoisBnenue u yctpanenue ys3BUMocTH B mojcucteme 3auuthl B OC cemerictBa UNIX.
. Bash-ckpune u pabora ¢ aumu B OC cemeiictBa UNIX.

. BosmoxkHOCTH ycunenus noacuctemsl 6e3onacnoctu B OC cemericta UNIX.

. Benenue n ananus xypnanoB 0ezonacHoctr B OC.

10. CAMOCTOSATEJIBHASA PABOTA CTYJIEHTOB

HasBaHnue pa3znenos u Bun camocTosTensHOM paboTHI O6bem | dopma KOHTPOIS
TEM B yacax
3amura uadopmaumnu B | [IpopaboTka yueOHOTO Marepuania, 12 3amuTa 1abopaTOPHBIX

COBpPEMEHHBIX
UHQOPMAITMOHHBIX
cucTeMax

BBITIOJTHEHHE JTA0OPATOPHBIX PabOT

pabor
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[oxcucrema [TpopaboTka yueOHOTrO MaTepuana, 12 3amura 1a00paTOPHBIX
6esomacnoctu B OC BBINOJIHEHHE 1a00PaTOPHBIX PaboT paboT
cemeiictea Windows
Ioxcucrema [TpopaboTka yueOHOrO MaTepuana, 12 3amura 1a00paTOPHBIX
6esonacHoctu B OC BBITIOJTHCHHE JTA0OPATOPHBIX PabOT pabor
cemerictea UNIX

Nn0020Mo8Ka K coaue 3K3amMeHa 36 OK3aMeH

11. YYEBHO-METOJUYECKOE U THO®POPMALIMOHHOE OBECIIEYHEHHUE

JTUCHUILTAHBI
a) CniucoK peKOMeHyeMoii TuTepaTyphl
OCHOBHAasl
1. TocreB, 1. M. OmnepanuoHHbIE CUCTEMBI : Yy4eOHUK W MPAKTHUKYM Jjs By3oB / M. M.
I'octeB. — 2-e u3x., ucnp. u gomn. — Mocksa : M3narensctBo FOpaiit, 2021, — 164 ¢. —
(Beicmee oOpazoBanme). — ISBN 978-5-534-04520-8. — Tekct : 3ieKTpOHHBIN //

OopasoBarenbHas matdopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/470010.

2. PyccunoBuuy M. Conomon JI. Monecky A. Buyrpennee ycrpoiicteo Windows. Cenpmoe
uznanue. — Cankr-IlerepOypr, U3natensctBo [Tutep 2019r. — 944 c. — ISBN 978-5-4461-
0663-9.

JAOIMOJTHUTE/JIbHAA

1.

2.

TanenOaym 3. boc. X. CoBpeMeHHbIe onepaninoHHbie cucteMbl. CankT-IlerepOypr,
UsnarenscrBo ITMUTEP, 2019 r. — 1120c ISBN: 978-5-4461-1155-8.
[IporpammHO-anmapaTHbIE CPEICTBA 3AIIUTH HH(POPMAITMOHHBIX CUCTEM : yueOHoe rmocobue /
1O.1O. I'pomos [u ap.].. — Tambo0B : TamOOBCKHUI TOCYIaPCTBEHHBII TEXHUYECKHIA
yausepcuret, ObC ACB, 2017. — 193 e— ISBN 978-5-8265-1737-6— Tekcr :
AJIEKTPOHHBIH // DnekTpoHHO-O0nbmmoreunas cucrema IPR BOOKS : [caiit]. — URLttps://
www.iprbookshop.ru/85968.html — Peskum moctyna: 1uist aBTOPH3UP. MOJIb30BaTEICH
[Tymkapes B.I1. 3anuTa nHpOpMaIMOHHBIX MPOIIECCOB B KOMITBIOTEPHBIX CHCTEMAX : yueOHOe
noco6wue / [Tymkapes B.IL., ITymkapeB B.B.. — Tomck : ToMckuii rocyapCcTBEHHBIH
YHHUBEPCUTET CUCTEM YyTpaBJIeHUs U paanodnekTponuku, 2012. — 131 e— Tekcr :
AJIEKTPOHHBIN // DiekTpoHHO-0nbmnoreunas cucrema IPR BOOKS : [caiit]. — URLttps://
www.iprbookshop.ru/13929.html — Pexxum moctymna: asist aBTOpU3HP. MOJIB30BATEIICH.

y4ueOHO-MeToAuYecKas

1.

KnoukoB A. E. Metoanueckue yka3aHus 111 CAaMOCTOSITEIbHON paOOThI CTYIEHTOB 110
JTVCIMIUTHHE «3aIlyTa B ONEPAMOHHBIX CHCTEMY JUIS CTYJEHTOB CIEIHAINTETa 110
cneruanbHoctedt 10.05.01 u 10.05.03 ounoit popmsl o0yuenus / A. E. Kiouxos; Ynl'Y,
OMUUAT. - Yassnosck: Ynl'Y, 2019. - 3arn. ¢ sxkpana; Heony6nmnkoBaHHBIN pecypc. -
OnexTpoH. TekcToBble naH. (1 ¢daiin : 345 Kb). - Teker: anexktponHsiid. http://lib.ulsu.ru/
MegaPro/Download/MObject/8739

Kyns6os [I.C. OCHOBBI aIMUHUCTPUPOBAHUS ONIEPALIMOHHBIX CUCTEM: J1a0OpaTOpHbIE PaOOTHI:
yuebnoe nocodue / Kynsoos J[.C., KoponbpkoBa A.B. — Mocksa: Poccuiickuii yHUBEpCUTET
npyx0b1 HaposoB, 2018. — 123 ¢— ISBN 978-5-209-09058-8 — TekcT : 3eKTpoHHbIH //
DnexTponno-oubroTeuHast cuctema IPR BOOKS: [caiit]. — URLhttps://
www.iprbookshop.ru/104234.html — Pexxum goctyna: asst aBTOpH3HP. TOJIb30BaTeNel

Owunmno M.B. OnepaliioHHbIE CUCTEMBI : y4eOHO-METouUecKoe ocodre / OUIUIIOB
M.B., 3aBbsiios /I.B.. — Bonrorpan : Boarorpanckuit uncturyt 6usneca, 2014. — 163 ¢.—
Tekcr : anexTpoHHBIN // DnekTpoHHO-0nbanoTeunas cucrema IPR BOOKS : [caiiT]. — URL:
https://www.iprbookshop.ru/56020.html — Pexwum noctyna: miist aBTOpU3Up. MOJIb30BaTENeH

['motuna .M. CpenctBa 6e3omacHocTH oneparmonHoi cucrembl Windows Server 2008 :
yuebHo-MeTouueckoe nocoodbue / I'moruna M.M.. — Caparos : ByzoBckoe oOpa3oBanue, 2018.
— 141 c¢— ISBN 978-5-4487-0136-8— TekcT : 2JIeKTPOHHBIN // DICKTPOHHO-
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OoubIMoTeyHast cucrema IPR BOOKS : [caiT]. — URL:
https://www.iprbookshop.ru/72538.html — Pexxum moctyma: 1uis aBTOPH3HP. [MOJIb30BATENCH.
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0) IlIporpammHoe oGecrieueHune
s oOpa3oBaTebHOrO Impoliecca MO JaHHOW IUCIHUINIMHE HEoO0XomuM craiuoHapHbiii kimacc [IK ¢
YCTaHOBJICHHBIM CJIEIYIOIIUM IIPOTPAaMMHBIM 00CCTICUCHUEM

- onepanmonHas cpeaa OC Windows 10, Microsoft Windows Server, BaseAlt (Anst Pabouas ctanius,
AnpT ceprep), Kali.

B) [IpodeccnonanbHbie 6a3bl JAHHBIX, HHGOPMAIITHOHHO-CIPABOYHbIE CHCTEMbI

1. DyIeKTPOHHO-0N0IMOTeYHbIe CHCTEMBI:

1.1. lludposoii oOpazoBarensHbIil pecypc [PRsmart : amekTpoHHO-OnOIMOTEUHAsT CUCTE-
mMa : caitr / OOO Kowmnanus «Ai Ilm Ap Memma». - Caparos, [2023]. — URL:
http://www.iprbookshop.ru. — Pexxum mocTtyma: st 3aperucTpup. mojb3oBareneid. - TekcT :
JJIEKTPOHHBIN.

1.2. O6pazoparensHas mnarhopma FOPAMT : oGpasoBaTenbHbIil pecypc, SIEKTPOHHAs
oubamoTeka : caifit / OO0 DiekTpoHHOE M3aTenbeTBO «FOPAWTY. — Mocksa, [2023]. - URL:
https://urait.ru. — Pexxum goctyna: juist 3aperucTpup. mojab3oBarenei. - TeKCT : JIeKTPOHHBIH.

1.3. ba3za nannbix «2OnekTpoHHast Oubnuoreka texunueckoro BY3a (ObC «KouncynbTant
CTYAEHTa») : JIEKTPOHHO-OMOmMoTeyHast cucrema : cailt / OOO «Ilonurexpecype». — Mocksa,
[2023]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexxum noctyma: ans 3aperu-
CTPUP. MOJIb30BATENIEH. — TEKCT : AIEKTPOHHBIN.

1.4. KoncynbpTaHT Bpada. DIEKTPpOHHAS MEIUIIMHCKAs: OMOIMoTeKa : 0a3a TaHHBIX : caiT /
OOO «BpIcmias mKojga OpraHu3ali U YIpaBieHUs 3ApaBooxpaHeHueM-KoMmIuiekcHbI Meu-
UHCKUHN KOHCAnTUHT». — MockBa, [2023]. — URL: https://www.rosmedlib.ru. — Pexxum noctyma:
JUIsL 3apETUCTPUP. Mosb30BaTeneil. — TeKCT : AMeKTPOHHBIM.

1.5. Bonbmias MequiinHCcKas OMOTMOTEKA : AIEKTPOHHO-OMOIMOTEYHAsT CHCTEMa © CalT /
00O «byxkam». — Tomck, [2023]. — URL: https://www.books-up.ru/ru/library/ . — Pexum gocty-
a: I 3apErUCTPUP. NOJIb30BaATENEH. — TEKCT : ANEKTPOHHBIMN.

1.6. ObC Jlanp : snexTpoHHO-OMOMMOTEeYHas cucrema : cadT / OO0 DBC «Jlanby. —
Cankr-IlerepOypr, [2023]. — URL: https://e.lanbook.com. — Pexxum moctymna: nis 3aperucTpup.
MOJIb30BaTeNen. — TEKCT : JIIEKTPOHHBIMN.

1.7. 3bC Znanium.com : 31eKTpoHHO-O0nOIoTeYHast cucteMa : callT / OO0 «3HaHUyMY.
- Mockaa, [2023]. - URL: http://znanium.com . — Pexxum goctymna : Juis 3aperucTpyp. Mojb30-
Baresnen. - TeKCT : 3JIEKTPOHHBIM.

2. Koncyabsrantllimoc [DnekTpoHHBIN pecypc]: cripaBodHas npaBoBas cucrtema. / OO0

«Koncynpranr [1moc» - DnektpoH. naH. - Mocksa : Koncynsrantlitoc, [2023].

3. ba3bl JaHHBIX NEPUOTUYECKUX U3TAHUIA:

3.1. eLIBRARY.RU: nHayuHas snekrponHas 6ubnuoreka : caiit / OO0 «Hayunas Dnex-
TpoHHast bubmmoreka». — Mocksa, [2023]. — URL: http://elibrary.ru. — Pexxum moctyna : jyis aB-
TOPU3. ITOJIb30BaTENEH. — TEKCT : JNEKTPOHHBIN

3.2. DnexrponHas Oudimoteka «M3narensckoro moma «I'pedbennukoB» (Grebinnikon) :
anekTpoHHas Oubnuoreka / OOO MU «I'pebennukoB». — MockBa, [2023]. — URL:
https://id2.action-media.ru/Personal/Products. — Pexxum moctyma : Uit aBTOpHU3. MMOJIb30BaTENEH.
— TeKCT : PIEKTPOHHBIN.

4. denepanpHas TocydapcTBeHHass WH(opManmoHHas cucrteMa «HarnumonanbHas aiek-
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TpOHHasi OMONMMOTEKa» : NMEeKTpoHHAs Oubimoreka : caiit / ®I'BY PI'b. — Mockga, [2023]. —
URL: https://H36.pd. — Pexxum moctymna : g monb3oBaresneil HayuHoi O6ubianorexku. — Teker :
JJIEKTPOHHBIN.

5. Poccuiickoe obpa3oBanue : ¢eaepanbubiii nopran / yupeaurens OI'AY «DULTO». —
URL: http://www.edu.ru. — TekcT : 3JIeKTPOHHBIHA.

6. DnexktpoHHas OubOMMoTeuHas cucreMa Yul'yY : Moaynb «JIeKTpoHHAs OMOIMOTEKa
ABUC Mera-ITPO / OO0 «Jlara Dxcmupeccy. — URL: http:/lib.ulsu.ru/MegaPro/Web. — Pexxum
IOCTYIIA : JUIS IMOJb30BaTeIe HayYHON OMOINOTEKN. — TEKCT : JIEKTPOHHBIN.

/’)
CornacoBaHo: / p y
_ Wumkenep seayumii  / Ilypenko 10.B. [ M\ / 04.05.2023

Jlosmknocts corpyannka YHTT MHO nn,‘rl])lch nara

12. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE JUCIUIIJIMHBI
[Tomernenne 2/246. Ayauropust Aas TPOBEICHHS TNPAKTHUYECKUX M JaOOpATOPHBIX 3aHATHH,
TEKYIIeT0 KOHTPOJSI W TMPOMEKYTOYHOW AaTTeCTallid, TPYNIOBBIX W  HHIWBUIYAITBHBIX
KOHCYJIbTAIlMi ¢ HA0OPOM JIEMOHCTPAIMOHHOTO O0OPYAOBaHUS JJisi 00ECTICUeHHsI TeMaTHIECKUX
wuttoctpanmid.  [loMerneHre yKOMIUIEKTOBAHO YYEHUYECKOW JOCKOH M KOMIUIEKTOM MeOenn
(mocamouHbIX MeCT — 12). DKpaH HaCTEHHBIN, MYJIBTUMEIUHHBINA TTpoekTop. MH(pOopManmoHHbie

minakatel. Kommerotep, Wi-Fi ¢ gocrymom k cetu «HMatepuer», DUOC, DBC. 432017,
YbpsiHOBCKast 001acTh, T. YIIBSHOBCK, yi. Habepexnas pexu Causiry, a. 106 (3 xopmyc).
Peanuzamust mporpaMmpl  AHCHUIUIMHBL TpeOyeT Hamuyusi ydeOHOM JrabopaTtopuu.

O6opynoBanre y4eOHOU IJlabopaTOpHH: TIOCAJOYHBIE MeECTa MO KOJUYECTBY CTYIEHTOB.
TexHuueckue cpeAcTBa  OOYYCHHs:  KOMITBIOTEPBI € JIMIICH3HMOHHBIM  MPOTPAaMMHBIM
o0ecrieyeHueM:

- onepanmonnas cpeaa OC Windows 10, Microsoft Windows Server, BaseAlt (Anst Pabouas
cranus, AibT cepsep), Kali.

CIIEIUAJBHBIE YCJIOBUA IJ5 OBYUYAKOIIUXCS C OTPAHUYEHHBIM BO3MOXKHOCTSIMHU
3J1I0POBbS B citydae He00X0IMMOCTH, 00YHAIOIITUMCS U3 YKCJIa JIUI ¢ OTPAaHUYECHHBIMHU
BO3MOYKHOCTSIMH 3JI0POBBSI (TI0 3asIBJICHUIO0 00YUaIOIIET0Cs) MOTYT MPEIaraTbCsi HEKOTOPBIE U3
CJICIYIOIIUX BAPUAHTOB BOCIPHATHS HH(OPMAITUHU C YUYETOM MX WHIUBHUIYATHHBIX
ncuxo(u3NYecKuXx 0COOEHHOCTEM:

— IS JIMI C HapyIICHUSIMU 3pEHUs: B Ne4aTHOU (opme yBennueHHbIM mpudTom; B Gpopme
DIIEKTPOHHOTO JOKyMeHTa; B ¢opme ayaumodaiina (mepeBoj yYeOHBIX MaTepHAOB B
ayauodopmar); B meyaTHOM ¢opme Ha s3bike bpailnsd; MHAMBHIyanbHbIE KOHCYJIBTALMH C

NpUBJICUYCHUEM TH(IIOCYPIOTIEPEBOAUNKA; HHIUBUAYIbHBIC 3aaHUs M KOHCYJIbTALINY;

— JUISL JIUIL C HApYIIEHUSIMU CllyXa: B Ie4aTHOU Gopme; B opMe 3JIEKTPOHHOTO JJOKYMEHTA;
BUJiEOMaTepuanbl C~ CyOTUTpaMH; HMHAMBUIyaJbHbIE KOHCYJbTAllMM C  HPHUBIEYECHUEM

CypAoIIepeBOAYMNKA,; THAUBUAYAJIbHBIC 3a/IaHUSI 1 KOHCYJIbTAIlUH,
— JUIS UL C HApYIIEHUSIMU OTIOPHO-JBUTATEIBHOTO afmapaTa: B meyaTHou gopme; B popme
AJIEKTPOHHOTO IOKYMEHTa; B (popme aynuodaiisia; MHAUBUIYATbHBIC 3a1aHHS U KOHCYJIbTAIIHH.
B ciy4yae HCOOXOIUMOCTH UCIIOIH30BAHUS B YICOHOM MPOIIECCE YACTHYHO/UCKITFOUUTEIBHO AUCTaHIIMOHHBIX
00pa3oBaTeNbHBIX TEXHONOTUH, opranusanus padotsl [IIIC ¢ oOyuaromumucs ¢ OB3 u  uHBamMmamu

NpeIyCMaTPHBACTCA B AJICKTPOHHOM HH(OPMALMOHHO-00PA30BATEIbHON Cpeie C YYeTOM HX HHAWBHIYaJIbHBIX
CUX0(PU3MIECKUX OCOOCHHOCTEH.

CT. nperno/iaBaTeib Kadeapbl KnoukoB Anzpeii EBrenbeBuy
NOANKUCH JIOJDKHOCTh OUO
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